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Abstract  
 

This study intends to delineate the digital literacy of EFL students in a rural higher education 
context through a four-dimensional framework: digital skills, digital safety, digital ethics, and 
digital culture. A quantitative descriptive design was utilized to gather data from 79 
undergraduate students via a structured questionnaire. The finding indicates that although 
students exhibit robust fundamental digital skills, especially in tool utilization and online safety 
awareness, they encounter difficulties in content production, academic integrity, and active 
participation in digital communities. The findings underscore the disparate allocation of digital 
literacy influenced by infrastructural and contextual constraints. The research finds that digital 
literacy in rural English as a Foreign Language should be recognized as a socially contextualized 
and culturally influenced phenomenon. The implications include a necessity for customized 
teaching tactics, curricular incorporation, and institutional assistance to tackle digital inequalities 
and foster fair access to 21st-century skills in underfunded educational environments. 
 
Keywords: Digital literacy, EFL students, rural higher education, four-dimensional framework, 
digital competence mapping 

 
INTRODUCTION 

Integrating digital technologies into education has revolutionized the learning 
environment at all levels, encompassing higher education. In the 21st Century, digital 
literacy is vital for traversing academic, social, and professional spheres (Alenezi, 2023; 
Tınmaz et al., 2022). For English as a Foreign Language (EFL) students, digital literacy is 
particularly significant as it enhances language acquisition, fosters intercultural 
conversation, encourages autonomous study, and provides access to a broader spectrum 
of knowledge (Markevica & Dzerviniks, 2022; Young, 2017) As a result, higher education 
institutions worldwide are progressively anticipated to cultivate students' digital literacy 
in conjunction with conventional academic competencies. Digital literacy is a complex and 
contextually dependent concept. It includes not only technical expertise in using digital 
technologies but also the ethical, cultural, and safety aspects of participating in digital 
settings (Buchholz et al., 2020; Chiu et al., 2024; González et al., 2021). Digital literacy must 
go beyond mere operational abilities, emphasizing a sophisticated integration of cognitive, 
socio-cultural, and affective dimensions (Belshaw, 2011; Alkalai, 2004). This multifaceted 
viewpoint is especially pertinent in EFL environments since learners frequently utilize 
digital media for language acquisition and communication, academic collaboration, and 
identity development in virtual contexts.  
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Despite the growing importance of digital literacy, discrepancies in its advancement 
are still apparent, particularly among students in rural higher education institutions (Onwe 
& Ezekwe, 2014; Zou et al., 2025). Urban universities typically possess superior 
infrastructure, enhanced training opportunities, and increased exposure to digital tools. In 
contrast, students in rural regions often encounter challenges such as inadequate internet 
connectivity, insufficient institutional support, and a deficiency in the pedagogical 
integration of digital literacy within curriculum design (Hecker & Loprest, 2019; Sundeen 
& Sundeen, 2013; Torabi et al., 2023). These issues are especially pronounced for EFL 
students, who must interact with digital texts and platforms in a second or foreign 
language, potentially complicating their digital learning experiences (Chan & Lo, 2024; Guo 
et al., 2025) 

In Indonesia, characterized by geographical and infrastructural differences, the 
advancement of digital literacy among rural students is a significant educational issue 
(Amin, 2018; Onitsuka et al., 2018). Diverse governmental policies, including the "Merdeka 
Belajar" (Freedom to Learn) project, advocate for digital learning and the incorporation of 
ICT in higher education (Arkiang & Adwiah, 2021; Onitsuka et al., 2018). Nonetheless, these 
policies frequently assume a degree of digital preparedness that may not be consistently 
available in all circumstances. In rural places, the presumption of digital nativeness among 
young individuals may conceal significant shortcomings in fundamental digital skills and 
abilities (Flynn, 2021; Salemink et al., 2015; Torabi et al., 2023). EFL students in these 
environments may encounter difficulties with the technical utilization of digital 
technologies and comprehending online safety protocols, navigating digital ethics, and 
participating in digital cultures meaningfully and thoughtfully. 

While many studies have investigated digital literacy among university students, 
the current literature predominantly emphasizes urban or technologically advanced 
environments (Abrosimova, 2020; Ángel et al., 2022; Murray & Pérez, 2014), frequently 
neglecting the distinct challenges and opportunities found in rural educational settings. 
Furthermore, studies on digital literacy among EFL students often prioritize either 
technological or pedagogical elements, neglecting to adequately consider the broader 
cultural and ethical implications (Pangrazio et al., 2020); Pratolo & Solikhati, 2020); Soifah 
et al., 2021); Zhang, 2023). Limited empirical research has utilized a comprehensive 
paradigm encompassing digital literacy's intricacies in multilingual, multicultural, and 
resource-limited contexts. Even fewer studies have comprehensively analyzed the distinct 
experiences of EFL learners in rural Indonesian universities, whose requirements and 
settings significantly diverge from those of their urban counterparts (Joubert et al., 2023; 
Rini et al., 2020). Furthermore, the majority of research on digital literacy in EFL 
classrooms predominantly emphasizes the efficacy of digital media in enhancing student 
learning outcomes, utilizing generalized or decontextualized assessment tools that neglect 
the socio-cultural and linguistic factors intrinsic to EFL education (Al-Seghayer, 2020; 
Ghouali & Benmoussat, 2019; Ikaningrum & Sarwanti, 2021; Soifah et al., 2021; Valentina 
et al., 2022). The intricate methods by which rural EFL students understand, implement, 
and navigate digital literacy have yet to be examined. 

This study addresses these gaps by providing a context-specific and 
multidimensional analysis of digital literacy among EFL students at a rural higher 
education institution in Indonesia. It utilizes a four-dimensional framework—
encompassing digital skills, digital safety, digital ethics, and digital culture—to offer a 
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thorough overview of students' digital literacy practices. This study's originality stems 
from synthesizing theoretical perspectives from digital literacy, language education, and 
rural pedagogy to provide a comprehensive analytical framework. This study aims to 
assess the digital literacy of EFL students at a rural Indonesian university through a four-
dimensional analytical framework. It examines learner engagement with digital 
technologies across four principal dimensions: (1) digital skills, (2) digital safety, (3) digital 
ethics, and (4) digital culture.  

 
METHOD 

This research adopted a quantitative descriptive approach to examine the digital 
literacy of EFL students in a rural higher education institution in Indonesia. A quantitative 
approach was selected to rigorously evaluate and delineate the students' competencies 
across four principal dimensions of digital literacy: digital skills, digital safety, digital ethics, 
and digital culture. Descriptive research designs aid researchers in identifying trends or 
characteristics of a group using numerical data and statistical analysis (Creswell, 2014). 
Descriptive research aims to systematically outline a situation, issue, event, service, or 
comparable entity (Gay, Mills, & Airasian, 2012). 

The research was carried out at Khairun University Ternate, Indonesia. This 
institution was chosen for its rural setting and its function in facilitating higher education 
access for students from under-represented and geographically distant communities. The 
rural environment offers a distinctive viewpoint on the evolution of digital literacy, 
frequently influenced by inadequate technology infrastructure and access inequalities. The 
study subjects comprised undergraduate students in English language instruction from 
various semesters. A total of 79 students were selected by a purposive sample appropriate 
for identifying specific populations with pertinent characteristics—in this instance, EFL 
students actively participating in higher education in a rural context. This sampling method 
guaranteed the participation of individuals with diverse experiences and varying degrees 
of exposure to digital tools in both their academic and personal contexts.  

A structured questionnaire was the principal tool employed for data collection to 
assess students' self-perceived competencies and behaviors concerning digital literacy. The 
questionnaire was designed following a comprehensive analysis of the digital literacy 
literature and adapted to the EFL classroom environment. It consisted of four principal 
portions, each aligned with one of the four pillars of digital literacy: (1) Digital Skills: seven 
indicators measuring functional and technical proficiency in utilizing digital tools for 
learning; (2) Digital Safety: six indicators related to awareness and practices regarding 
online privacy, security, and data protection; (3) Digital Ethics: six indicators addressing 
responsible, respectful, and lawful engagement in digital environments; and (4) Digital 
Culture: six indicators assessing cultural adaptability, online collaboration, and 
participation in digital communities. Each item employed a five-point Likert scale, with 1 
representing Strongly Disagree and five representing Strongly Agree. The questionnaire 
underwent validation via expert assessment and was piloted with a select group of 
students to ensure clarity, dependability, and cultural relevance. 

Data were gathered over two weeks via self-administered and provided in digital 
formats (Google Forms) to suit students' diverse access to technology. Participation was 
optional, and informed consent was acquired prior to data collection. Subjects were 
guaranteed the secrecy and anonymity of their responses. The data-gathering process 
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maintained stringent ethical criteria to assure the legitimacy of the findings, encompassing 
transparency of purpose, the right to withdraw, and the protection of personally 
identifiable information. The quantitative data obtained from the questionnaire were 
examined with descriptive statistical techniques. The analysis was performed in the 
subsequent stages: Descriptive Statistics: mean scores, standard deviations, frequency 
distributions, and percentages were computed for each item and dimension to elucidate 
the students' digital literacy profiles. 

 
RESULTS AND DISCUSSION 

 
Results 

The research findings on the four dimensions of digital literacy, which were 
analyzed using descriptive statistics, are systematically and comprehensively presented in 
the tables and figures below.  

 
Table 1. Statistic Descriptive analysis of EFL Students' digital skills 

Digital Skills  

Statistical Components  Results 

Mean 28,28 

Standard Error 0,50 

Median 29,00 

Mode 32,00 

Standard Deviation 4,48 

Total sample 79,00 

 
The descriptive statistical analysis of EFL students' digital skills in Table 1 provides 

substantial insights into their general proficiency in digital competence. The average score 
of 28.28, obtained from a sample of 79 students, signifies a moderate degree of digital 
proficiency within the investigated group. The median score of 29.00, somewhat above the 
mean, indicates a slight negative skew in the data distribution. The median score of 32.00 
reinforces this skewness, indicating that many students exhibited above-average digital 
skills. The standard deviation of 4.48 indicates a substantial dispersion from the mean, 
implying variety in students' digital competencies, potentially due to varying access to 
technology, past exposure, or educational backgrounds. The modest standard error (0.50) 
indicates that the sample mean is a dependable estimate of the population mean, enhancing 
confidence in the generalizability of the results. While central tendency tests indicate 
overall digital competency, the variability highlights the necessity of addressing gaps 
through targeted support or tailored training. This analysis offers a robust empirical basis 
for pedagogical interventions to improve equitable digital literacy development among EFL 
students, particularly in rural or resource-constrained environments. 
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Percentage of EFL Student's Digital Skills  

Figure 1. The frequency distribution of EFL Students Digital Skill 
 
The bar chart data provides a detailed overview of EFL students' digital 

competencies across seven essential indicators. The highest skill levels are demonstrated 
in "Utilizing various digital applications to facilitate English learning" and "Employing tools 
such as Google Docs and Grammarly for academic writing," exhibiting a significant 
presence rate of 83.80%. This indicates that students possess considerable confidence in 
utilizing practical digital applications to improve language acquisition and academic 
writing, demonstrating their adaptability to tools that directly help their academic success. 
A notable proficiency is evident in "Searching, evaluating, and using relevant digital 
resources" (82.78%) and "Using communication technologies like email and video 
conferencing" (82.28%), demonstrating that students possess both independent 
information literacy and digital communication skills, which are crucial for academic 
collaboration and remote learning.  

In contrast, diminished performance is shown in "Effectively utilizing LMS such as 
Moodle or Google Classroom" (75.44%) and "Creating/editing digital content such as 
videos or infographics (78.48%). The data indicates difficulties maneuvering through 
organized digital learning platforms and content generation, highlighting deficiencies in 
advanced or innovative digital literacy. The average score of 80.80% indicates general 
proficiency; nonetheless, the variances among indicators underscore the necessity for 
specialized training, especially in learning management systems and multimedia content 
creation, to guarantee comprehensive digital literacy among EFL students. 

 
 

Table 2. Statistic descriptive analysis of EFL students’ Digital Ethics 
Digital Ethics  

Statistical Components Results 

Mean 25,90 

Standard Error 0,41 

Median 26,00 
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Mode 30,00 

Standard Deviation 3,64 

Total sample 79 

 
The findings for EFL students' digital ethics, as presented in the table, indicate a 

predominantly favorable disposition towards ethical digital conduct. The average score of 
25.90 indicates that students exhibit a reasonably strong understanding and application of 
digital ethics. However, there is still potential for enhancement. The median score of 26.00, 
which nearly aligns with the mean, signifies a symmetrical distribution, affirming the 
central tendency's reliability. The mode of 30.00, significantly above the mean, indicates 
that a sizeable percentage of students demonstrate elevated ethical standards in their 
digital actions, perhaps distorting the distribution slightly towards the higher end. The 
standard deviation 3.64 signifies moderate diversity in students' digital ethics scores, 
indicating disparities in individual comprehension or dedication to ethical digital conduct.  

The comparatively low standard error (0.41) indicates that the mean accurately 
represents the population's ethical attitude. The data, derived from a substantial sample 
size of 79 people, is deemed statistically and contextually credible. In conclusion, although 
the average ethical awareness among EFL students is encouraging, the observed variation 
indicates that organized educational initiatives must strengthen uniform and thorough 
digital ethics, particularly in progressively digital academic and social contexts. 

 
 Percentage of EFL Students’ Digital Ethics  

Figure 2. The frequency distribution of EFL Students Digital Ethics 

 
The chart illustrates the distribution of EFL students' digital ethics across six 

principal metrics, demonstrating a robust awareness with an average of 86.33%. The 
highest score, 89.87%, is recorded in “Using social media ethically and avoiding fake news,” 
suggesting that students possess a critical awareness of the dangers of disinformation and 
are likely engaging in responsible online conduct. The subsequent point is “Respecting 
others’ privacy in digital environments” (89.62%), indicating a strong commitment to 
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ethical interpersonal behavior in digital contexts—an indispensable quality in a 
progressively interconnected academic landscape. Students demonstrate notable 
proficiency in “Avoiding cyberbullying or other negative digital behaviors” (86.84%) and 
“Understanding legal consequences of digital misuse in education” (84.05%), indicating a 
high degree of ethical sensitivity and legal understanding.  

Nevertheless, two indicators are marginally below the average: “Comprehending 
the significance of citing online sources” (85.32%) and “Ensuring digital content adheres 
to copyright and plagiarism regulations” (82.28%). These scores, albeit still comparatively 
elevated, indicate a necessity for enhanced focus on academic integrity and intellectual 
property rights. In summary, although EFL students exhibit a robust awareness of digital 
ethics, especially regarding social conduct, it is urgent to enhance their comprehension of 
ethical academic practices via focused education and institutional support. 

 
Table 3. Statistic descriptive analysis of EFL students’ digital safety 

Digital Safety  

Statistical Components Results 

Mean 26,09 

Standard Error 0,43 

Median 27,00 

Mode 30,00 

Standard Deviation 3,82 

Total sample 79 

 
The findings of EFL students' digital safety reveal a generally strong awareness, 

with a mean score of 26.09 out of a possible higher value (presumably 30), indicating a 
positive overall understanding of safe digital practices. The median score of 27.00, slightly 
above the mean, suggests that more than half of the students scored on the higher end of 
the scale, reflecting a tendency toward cautious and responsible digital behaviour. The 
mode of 30.00, representing the most frequently occurring score, further emphasizes that 
a notable portion of students exhibit excellent digital safety practices. The standard 
deviation of 3.82 indicates moderate variability in students' digital safety awareness, 
suggesting a range of understanding across the sample. A standard error of 0.43 denotes 
a relatively precise estimate of the population mean, supported by a sufficient sample size 
of 79 participants, enhancing the findings' reliability.  

Collectively, the data imply that while most EFL students possess solid digital safety 
knowledge, a subset remains who may be less informed or cautious. This justifies the need 
for targeted educational efforts to ensure consistent competencies in areas such as 
password security, data privacy, and protection from online threats across the entire 
student population. 
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Percentage of EFL Students’ digital safety  

Figure 3. The frequency distribution of EFL students’ digital safety 

 
The graphic data illustrates EFL students' digital safety awareness across six critical 

indicators, with an average competency rate of 86.96%. Notably, the highest score 
(91.65%) is attributed to "Being cautious when sharing personal information online," 
indicating high student vigilance regarding data exposure in digital spaces. This strong 
performance reflects an encouraging sensitivity to personal privacy, likely influenced by 
increasing global awareness of cyber threats. Equally strong are the indicators 
"Understanding the importance of protecting personal data" (89.11%) and "Using strong 
and unique passwords for digital accounts" (88.35%), demonstrating that students are 
generally well-informed about safeguarding their digital identities and preventing 
unauthorized access. However, "Verifying the authenticity of information sources" 
(85.32%) and "Being aware of digital threats like phishing, malware, and viruses" (85.32%) 
reveal slightly lower but still solid awareness levels. These findings suggest that while 
students recognize the existence of digital threats, deeper instruction in critically assessing 
online content and detecting sophisticated cyber-attacks may be beneficial. 

The lowest score is seen in "Regularly updating software and apps for security" 
(82.03%), pointing to a common oversight among users regarding system maintenance 
and its role in digital safety. Overall, the data reflects commendable digital safety 
awareness yet highlights areas where practical reinforcement and continuous education 
are needed to foster a more holistic security culture. 

 
Table 4. Statistic descriptive analysis of EFL students’ digital culture 

Digital Culture  

Statistical Components  Results 

Mean 24,61 

Standard Error 0,45 

Median 25,00 
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Mode 24,00 

Standard Deviation 3,97 

Total Sample 79 

 
The statistical findings for EFL students' digital culture indicate moderate cultural 

participation and proficiency in digital contexts. The mean score of 24.61 signifies that, on 
average, students exhibit a moderate comprehension of digital culture; nonetheless, this 
score is comparatively lower than in other digital literacy categories, indicating a possible 
area for improvement. The median score of 25.00 roughly corresponds with the mean, 
suggesting a relatively symmetrical distribution of responses.  

The mode of 24.00, somewhat below the mean, indicates that many students score 
within the lower-middle range, implying restricted exposure or participation with varied 
digital cultural practices. The standard deviation of 3.97 indicates a moderate variety in 
students' awareness and behaviors, suggesting that while some students are 
knowledgeable about digital cultural norms, others may lack essential comprehension or 
engagement. The standard error of 0.45 and a sample size of 79 guarantees statistical 
dependability and precision in reflecting the larger population. 

The findings indicate that while students exhibit fundamental proficiency in digital 
culture, more organized opportunities to engage in digital citizenship, intercultural 
communication, online collaboration, and ethical involvement in digital communities are 
necessary. Improving these areas would cultivate a more inclusive, respectful, and 
internationally conscious internet presence among EFL students. 

 
Percentage of EFL Students' Digital Culture 

 
Figure 4. The frequency distribution of EFL students' Digital Culture 

 
The graphic illustrates the distribution of EFL students' digital culture awareness 

over six principal metrics, with an overall average of 82.03%. The crucial metric, “Adapting 
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to digital tech development in education” (85.82%), signifies students’ robust response to 
developing technologies inside learning environments, indicating their receptiveness to 
change and ability to acclimatize to digital improvements. The subsequent point is 
“Understanding and respecting cultural diversity in digital communication” (85.57%), 
signifying a substantial degree of intercultural sensitivity—an indispensable element of 
global digital citizenship.  

Similarly, "Comprehending how digital technology facilitates cross-cultural 
learning" (82.53%) and "Adjusting to diverse digital platforms utilized in education” 
(81.77%) indicate that students exhibit an understanding of the wider educational and 
cultural roles of digital tools. Nonetheless, diminished outcomes in “Collaborative work 
utilizing platforms such as Google Drive or Microsoft Teams” (78.73%) and particularly 
“Active participation in digital communities that facilitate English learning” (77.72%) 
indicate difficulties in digital collaboration and engagement. These findings indicate that 
although students are predominantly digitally adept and culturally conscious, their 
engagement in interactive digital learning environments and collaborative settings is still 
restricted. Strategic initiatives to enhance active digital community participation and 
collaboration may improve digital cultural competence and encourage more participatory, 
cooperative, and inclusive learning methodologies. 
 
Discussion  

The results demonstrate a moderate to high competency in fundamental digital 
abilities among rural EFL students, especially in utilizing programs for academic writing 
and communication (e.g., Google Docs, Grammarly, email, and video conferencing). These 
results align with prior studies that found university students generally possess 
foundational digital competencies (Ng, 2012; Siddiq et al., 2016). This finding introduces 
complexity by emphasizing deficiencies such as learning management system (LMS) 
navigation and digital content creation—competencies frequently assumed in urban-
centric studies (Hatlevik & Christophersen, 2013). Although prior research (Rahimi & 
Yadollahi, 2017) highlights the educational potential of digital tools, it frequently neglects 
rural inequities in infrastructure and training, which the study addresses. Furthermore, 
the study distinguishes itself from typical digital literacy assessments by situating skill 
application within EFL tasks, demonstrating the interconnection of linguistic and digital 
proficiencies. The focus on rural contexts and English-specific digital applications 
significantly contributes to the area, highlighting the complex nature of digital competency 
influenced by geographic and disciplinary factors. 

Simultaneously, research indicates a significant ethical awareness among students, 
especially around social media usage, attitudes towards anti-cyberbullying, and respect for 
privacy. These findings correspond with recent trends highlighting the increasing moral 
awareness of digital users (Tondeur et al., 2022). The subpar performance in academic 
integrity, such as the citation of online sources, aligns with the findings of Aviram et al. 
(2016), who observed that ethical deficiencies continue to exist in higher education, 
particularly with plagiarism. This research is distinguished by its rural EFL perspective, 
which demonstrates that. In contrast, ethical standards in interpersonal digital conduct are 
generally elevated, and the internalization of academic digital ethics is inconsistent—
probably attributable to insufficient formal education in digital academic norms. It 
contextualizes ethical behavior at the intersections of language hurdles, digital 
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unfamiliarity, and restricted access to academic training materials, in contrast to prior 
studies that concentrated on urban or globalized student populations (Alzaghal et al., 
2018). This introduces complexity to our comprehension of digital ethics in multilingual 
and under-resourced contexts, contesting the idea of ethics as a homogeneous digital 
competency. 

Furthermore, findings related to digital safety indicate that EFL students exhibit 
considerable digital safety awareness, particularly regarding personal data security. This 
corroborates trends in contemporary literature, indicating that students are becoming 
progressively more attentive to privacy (Martínez-Cerdá et al., 2020). The diminished 
proficiency in software updating results aligns with the conclusions of Livingstone et al. 
(2017), who contended that safety awareness is frequently disjointed and procedural. In 
contrast to several urban-focused studies (van Deursen & van Dijk, 2014), the present 
research elucidates how digital safety is influenced by inadequate institutional training and 
intermittent engagement with cyber security material. The study's rural context is 
essential—it broadens the discussion by demonstrating how adolescents acquire informal 
safety practices through experiential learning rather than formal instruction. This 
contextualization contests the presumption of universal digital proficiency among students 
(Prensky, 2012) and advocates for a tailored digital safety curriculum. The innovation 
involves elucidating the comprehension and implementation of digital safety in under-
resourced, EFL-specific contexts, where language proficiency and internet accessibility 
influence online safe conduct. 

In digital culture, the results indicate a moderate involvement, characterized by 
strengths in technological adaption and intercultural communication and deficiencies in 
digital cooperation and community engagement. Although previous studies have 
highlighted the significance of cultural awareness and participatory digital citizenship 
(Belshaw, 2011; Jenkins et al., 2016), this research reveals a disconnect between awareness 
and action—students comprehend digital cultural norms yet never participate profoundly 
in online groups. This discovery contrasts with urban-focused literature that presumes 
widespread online engagement among adolescents (Greenhow & Lewin, 2016). The study 
offers a crucial rural EFL viewpoint, indicating that restricted access, unfamiliarity with 
digital platforms, and linguistic insecurity may impede active involvement in digital culture. 
This facet is frequently overlooked in conventional digital literacy research, which 
commonly standardizes learner experiences. Current research contribution uniquely 
highlights that digital culture in rural EFL contexts involves adhering to global standards 
and negotiating identity, engagement, and visibility within limited digital environments. 

Here is the mapping of students' digital literacy overall, as depicted in the following 
figure: 
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Figure 5. Mapping the Digital Literacy of EFL Students in a Rural Higher Education Context 
 
This graphic presents a visual synthesis of the four-dimensional framework 

employed to assess the digital literacy of EFL students in rural higher education. In blue, 
Digital Skills encompass students' essential competencies in employing digital resources 
for educational objectives. The picture highlights that although students demonstrate 
competence in utilizing fundamental programs (e.g., Google Docs, Grammarly), they exhibit 
a notable deficiency in navigating Learning Management Systems (LMS) and participating 
in creative content creation. This indicates a fragmented yet inconsistent interaction with 
instructional tools.  

Digital Ethics, in green, represents students' ethical perspective in digital contexts. 
The graphic highlights a strong ethical awareness in social behaviors, including respect for 
privacy and the avoidance of cyberbullying, while indicating a deficiency in academic 
integrity, especially with citation and copyright standards. In red, Digital Safety represents 
students' cognizance of secure digital habits. The picture demonstrates a robust 
comprehension of personal data protection while indicating shortcomings in technical 
maintenance activities, including software updates. This discrepancy indicates that safety 
awareness exists, although operational depth is insufficiently developed. Digital Culture, 
denoted in purple, reflects students' ability to engage substantively in digital communities. 
Although there is moderate involvement in adjusting to technology and multicultural 
aspects, participation in collaborative digital settings, such as online forums or peer-
learning networks, remains restricted. This emphasizes the necessity of promoting digital 
citizenship and collaborative learning methodologies. The graphic functions as a summary 
and diagnostic instrument, allowing educators and policymakers to discern strengths and 
deficiencies in students' digital literacy. The quadrant framework visually underscores the 
interrelation of these competencies, highlighting that comprehensive digital literacy must 
encompass technical, ethical, safety, and cultural aspects—particularly in resource-limited 
rural EFL environments. 
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CONCLUSION 
 

This research evaluated the digital literacy of EFL students in a rural higher 
education setting through a four-dimensional framework: digital skills, digital safety, digital 
ethics, and digital culture. The findings indicate that although students demonstrate robust 
foundational skills—especially in application usage, privacy awareness, and ethical online 
conduct—significant deficiencies exist in more intricate domains such as learning 
management system navigation, academic integrity, software maintenance, and 
engagement in digital communities. The results indicate that digital literacy among rural 
EFL students is inconsistently distributed and significantly influenced by contextual 
constraints, including infrastructural deficiencies, language obstacles, and inadequate 
pedagogical assistance.  

This research has multiple ramifications. Educators must develop focused 
treatments beyond fundamental digital instruction to encompass ethical reasoning, 
collaborative involvement, and critical digital participation. Institutions should incorporate 
extensive digital literacy modules into EFL courses, prioritizing context-specific education 
and equitable access. Policymakers must reevaluate digital activeness assumptions and 
prioritize resource distribution, teacher training, and infrastructure development in 
remote areas. This study introduces a unique rural EFL perspective to the broader 
discussion on digital literacy, emphasizing the necessity of socially contextualized and 
linguistically adaptive frameworks for fair digital education. 
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